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In most manufacturing processes the defect rate is very low. Sometimes, only a few parts per million are defective because of a faulty process. For this
reason, fault diagnostics is faced with extremely imbalanced data sets and requires large volumes of data to achieve a reasonable performance. This paper
explores whether a machine-to-machine approach can be used, in which several work systems share the process data to improve the accuracy of the faultdetection model. The model is based on machine learning and is applied to industrial data from approximately two million process cycles performed on
several injection moulding work systems.
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1. Introduction
Large amounts of process-related data are gathered on the
manufacturing shop floor by machine controllers, monitoring
systems, data-input terminals, etc. However, this data is rarely
analysed using methods that go beyond elementary statistics and
standard quality control, such as control charts. With new
technologies and concepts, such as the Industrial Internet-ofThings (IIoT) [1] and Cyber-Physical Production Systems (CPPS)
[2], the amount of digital data will continue to increase in the
future. Elementary statistics and simple visualisations will not be
sufficient to discern the intricate relationships between the
observed parameters due to the size, the dimensionality, and the
complexity of the data [3]. Uncovering these relationships is the
key to system and process improvement.
New approaches to knowledge elicitation are offered by
computational tools and methods based on new paradigms, such
as Big Data, and with methods for data mining, machine learning,
and other techniques of artificial intelligence. This is especially
relevant to the domain of quality control, where the goal is to
uncover the relationship between the parameters of the process
and the quality of the products. Powerful, computer-generated
models can serve to predict faults before they occur and, together
with expert interpretation, can provide an insight into the root
causes of faults, leading to further process improvements.
The challenge, however, is that quality rates are already very
high for most types of manufactured parts, with defect rates often
as low as only a few parts per million (ppm). Modelling such rare
events presents a challenge for computer-generated models.
Consequently, large amounts of data are needed before the
performance of the model can become useful in practice.
An approach that addresses this is to establish communication
channels between the controllers of identical or similar work
systems (e.g., machining systems) that execute similar processes.
By sharing and merging the process data, the performance of the
learned model can be improved due to the increase in the size of
the dataset. Another aspect of this is that when a work system
learns a relation between the process parameters and the
parameters related to quality, the knowledge can be shared with
others to prevent the occurrence of similar defects and faults.

The aim of the paper is (1) to develop a procedure for modelling
faults in manufacturing processes based on extremely imbalanced,
large datasets and, on this basis, (2) to investigate how the sharing
and merging of datasets from several similar work systems via
machine-to-machine (M2M) communication influences the
performance of the model, and (3) to study whether the fault
model is applicable to a work system that is not contributing data
to the merged dataset, i.e., without any prior knowledge.
The focus of the research is on cyclic manufacturing processes,
in which batches of products are produced by repeating process
steps. A case study of plastic injection moulding is presented. Real
industrial data from approximately two million process cycles
performed on five injection moulding work systems within a
period of 6 months served as the basis for the research.
2. Machine-to-machine (M2M) communication
M2M is understood as any form of communication between
devices, wired or wireless, supporting collaborative decisions,
without any human intervention [4]. In the manufacturing domain,
the term is often used in the context of supervisory control and
data acquisition (SCADA) systems in which the devices are
interconnected to monitor and control the manufacturing
processes [5]. In this context, M2M represents the backbone
providing the means for real-time communication and data
transfer. Several authors discuss the importance of M2M
communication in the context of Ubiquitous [6] and Cloud
Manufacturing, where they emphasise the importance of
scalability [7], and that the acquired data can be used together with
advanced data analytics methods to support prognostics [8].
Fig. 1 shows the role of M2M communication within a broader
context of knowledge elicitation. The data is exchanged between
the work systems using a shop floor information system that is a
part of the company’s information system. In turn, the data can
also be shared with the work system manufacturer. This supports
two learning loops: (1) a M2M Learning Loop, the purpose of which
is to extract knowledge from the process data by sharing the data
and the knowledge amongst the work systems, and (2) a
Manufacturer’s Learning Loop, which the work system
manufacturer uses to learn from the data aggregated from all their
work systems across different companies.

model is cross-validated using the test data filtered to another
subset of work systems, but not under-sampled and over-sampled,
to test the performance of the model on imbalanced data.
Confusion matrices for different discrimination thresholds of the
binary classifier (normal/faulty) are obtained. The result is the
summed confusion matrix at the best performing thresholds,
which are, in turn, used to calculate the classifier performance (e.g.,
the f-measure).
The fault diagnostics model is derived from data describing a set
of 𝐶 cycles of the process, denoted as 𝑐𝑦𝑐𝑙𝑒𝑠 (Eq. 1).
𝑐𝑦𝑐𝑙𝑒𝑠 = 𝑐( , 𝑐* , 𝑐+ , … , 𝑐- , … , 𝑐.
Figure 1. Role of M2M in broader context of knowledge elicitation.

The paper explores how the M2M Learning Loop can be
employed in the context of fault diagnostics for plastic injection
moulding.
3. Fault diagnostics employing M2M communication
Fault diagnostics affects the quality of the products and the
availability of the system through fault detection and root-cause
analysis. Conventionally, model-based approaches that define the
normal and faulty states are used. However, for well-studied
processes, it is very difficult to improve the fault detection
performance beyond a certain point. Besides, the model-based
approaches are both process-specific and difficult to generalise [9].
A promising approach is to use learning techniques [10] in which
the relationship between the process and the quality parameters
is learned based on real data. In many cases this can be challenging
due to the imbalanced nature of the data. Since there are usually
only a handful of defects per million pieces, there is much more
information about the normal process regime than there is about
the faulty one [11, 12]. M2M communication can contribute to
improving the performance of the learned model through sharing
the data among similar work systems to increase the overall
volume.
3.1. The machine learning workflow for fault diagnostics
The proposed workflow integrates the M2M analysis objectives
and the classification techniques for imbalanced datasets [13]. The
workflow and the M2M cross-evaluation are shown in Fig. 2. The
raw collected data is pre-processed and efficiently stored, e.g., in a
NoSQL database. To ensure unbiased validation and evaluation,
the partitioning into validation groups (folds) and the undersampling are performed. For the training of the model, the data is
filtered to include only a subset of the work systems. Feature
vectors are calculated, faulty cycles are oversampled, and features
are selected separately for each combination of training folds. The

Figure 2. Learning and M2M cross-evaluation of the models.

(1)

For each cycle, the data consists of the cycle 𝑖𝑑, the name of the
𝑚𝑎𝑐ℎ𝑖𝑛𝑒, the date and time (𝑑𝑎𝑡𝑒𝑇𝑖𝑚𝑒), 𝑃 process-related, 𝑂 other
parameters, and a target class 𝑦- , as shown by Eq. 2. The value of
the target class denotes whether the cycle is normal (0) or faulty
(1).
𝑐- = {𝑐--: , 𝑐-;<=>-?@ , 𝑐-:<A@B-;@ , 𝑐-C,( , 𝑐-C,* , … , 𝑐-D,( , 𝑐-D,* , … } → 𝑦- (2)
The group of normal cycles’ 𝑖𝑑 values is denoted as 𝑰𝑫𝒔?JK;<L
and the group of faulty cycles as 𝑰𝑫𝒔 M<NLAO . The cycle 𝑖𝑑s are set
consecutively, so that the cycles performed on the same work
system (𝑚𝑎𝑐ℎ𝑖𝑛𝑒) are grouped together and ordered by 𝑑𝑎𝑡𝑒𝑇𝑖𝑚𝑒
in ascending order (Eqs. 3, 4, and 5).
∀𝑖 ∈ 1, 𝐶 : 𝑐-;<=>-?@ ∈ 𝑚( , 𝑚* , 𝑚+ , … 𝑚U

(3)

∀𝑖, 𝑗 ∈ 1, 𝐶 ∧ ∀𝑘, 𝑙 ∈ 1, 𝑀 :
𝑐-;<=>-?@ = 𝑚Z ∧ 𝑐[;<=>-?@ = 𝑚L ∧ 𝑘 < 𝑙 ⇒ 𝑐--: < 𝑐[-:

(4)

∀𝑖, 𝑗 ∈ 1, 𝐶 :
𝑐-:<A@B-;@ < 𝑐[:<A@B-;@ ∧ 𝑐-;<=>-?@ = 𝑐[;<=>-?@ ⇒ 𝑐--: < 𝑐[-: (5)
Because of the imbalanced nature of the dataset the data for the
training and the testing of the learning algorithm must be prepared
with care. If the training data was randomly sampled, the ratio of
faulty to normal cycles would vary significantly with each
sampling, which would result in unreliable models. To address
this, the data is grouped into 𝐾 groups of normal (consisting an
ordered set 𝑮?JK;<L ) and faulty 𝑮 M<NLAO cycles. Each group inside
the sets 𝑮?JK;<L and 𝑮 M<NLAO contains approximately the same
number of normal and faulty cycles, respectively (Eqs. 6 and 7).
𝑮?JK;<L = 𝐺(?JK;<L , 𝐺*?JK;<L , 𝐺+?JK;<L , … , 𝐺a?JK;<L
𝑮

M<NLAO

=

M<NLAO
M<NLAO
M<NLAO
M<NLAO
[𝐺(
, 𝐺*
, 𝐺+
, … , 𝐺a
]

(6)
(7)

To balance the ratio of faulty to normal cycles, the groups
containing the normal cycles are under-sampled to a chosen
amount (obtaining the groups 𝑆Z?JK;<L , Eq. 8).
𝑺?JK;<L = 𝑆(?JK;<L , 𝑆*?JK;<L , 𝑆+?JK;<L , … , 𝑆a?JK;<L ;
∀𝑘 ∈ 1, 𝐾 : 𝑆Z?JK;<L ⊆ 𝐺Z?JK;<L

(8)

The data is then transformed into feature vectors 𝒙? by applying
a transformation function f kl , as shown in Eq. 9.
𝒙? = f kl 𝑐?-: = 𝑥?,( , 𝑥?,* , 𝑥?,+ , …

(9)

The faulty cycles that are used for the training are over-sampled
to further reduce the imbalance. The rest of the workflow follows
an established machine learning methodology and consists of the
feature selection and training of the model using well-known
algorithms.
The model is validated with 𝐾′-fold cross validation using a
chosen amount 𝐾′ out of the 𝐾 predetermined folds (Eqs. 6, 7, and
8). For each fold k, the model is trained using the under-sampled
normal and over-sampled faulty cycle data, except for the data
belonging to the k-th fold, and tested on all the normal and faulty
data of the k-th fold (Eqs. 10 and 11).
M<NLAO

𝐼ZAK<-? = 𝑆 ?JK;<L ∪ 𝐺 M<NLAO \ 𝑆Z?JK;<L ∪ 𝐺Z
;
𝑆 ?JK;<L = 𝑆(?JK;<L ∪ 𝑆*?JK;<L ∪ 𝑆+?JK;<L ∪ … ∪ 𝑆a?JK;<L
,
r
M<NLAO

𝐺 M<NLAO = 𝐺(
𝐼ZA@sA

=

𝐺Z?JK;<L

M<NLAO

∪ 𝐺*

∪

M<NLAO

∪ 𝐺+

M<NLAO

∪ … ∪ 𝐺ar

M<NLAO
𝐺Z

(10)
(11)

3.2. The M2M cross-evaluation
The goal of the cross-evaluation is to assess the performance of
the models trained on the data of one subset of work systems and
then tested on the same subset or another one. The methodology
consists of filtering the training and the testing data to include only
samples from a subset of work systems (𝑚AK<-? and 𝑚A@sA ,
respectively). The filtered sets of cycle 𝑖𝑑s are denoted as 𝐹ZAK<-?
and 𝐹ZA@sA , respectively. The result of each test are confusion
matrices at each discrimination threshold candidate 𝑡ℎ𝑟A of the
binary classifier (classifies as normal/faulty). The confusion
matrix for work system includes the number of true positives,
false positives, false negatives, and true negatives, as shown in Eq.
12. For each configuration of 𝑚AK<-? , 𝑚A@sA and the chosen number
of folds for cross-validation 𝐾 v , the confusion matrices of
individual test folds are summed together.
𝑪𝑴;,A =

𝑇𝑃;,A
𝐹𝑁;,A

𝐹𝑃;,A
𝑇𝑁;,A

(12)

The best discrimination threshold 𝑡ℎ𝑟;z@sA is determined for each
work system 𝑚 using the maximum value of the chosen
performance measure, e.g., the f-measure (i.e., the F1 score). The
result is the chosen performance measure of the overall confusion
matrix at best discrimination thresholds for individual work
systems.

Table 1
Excerpt of the process parameter data.
Date

Time

Cycle
no.

…
12/08/15
12/08/15
12/08/15
12/08/15
…

…
11:01:48
11:02:10
11:02:32
11:02:54
…

…
3922
3923
3924
3925
…

Cycle
time
[s]
…
21.84
21.83
21.81
21.84
…

Inject.
Time
[s]
…
1.35
1.35
1.34
1.35
…

Max. inject.
pressure
[bar]
…
2553
2553
2553
2553
…

…
…
…
…
…
…
…

The rationale behind the selection of these features is that the
fault diagnostics system should also be able to predict the faults
before they occur. Therefore, the relative changes to the process
parameters describe the dynamics of past cycles, but not those of
the current cycle. The feature vectors also include the features that
are of categorical type and give information on cycles about (1) the
day of the week 𝑑𝑎𝑦, (2) the part of the day 𝑑𝑎𝑦𝑃𝑎𝑟𝑡, (3) the
corresponding work system 𝑚𝑎𝑐ℎ𝑖𝑛𝑒 and (4) the 𝑝𝑟𝑜𝑑𝑢𝑐𝑡.
𝒙? = … , 𝑐? ({( − 𝑐? (€{+• , 𝑐? *{* − 𝑐? (€{+• , 𝑐? +{+ −
𝑐? (€{+• , 𝑐? ‚{‚ − 𝑐? (€{+• , 𝑐? €{€ − 𝑐? (€{+• , 𝑐? €{(• −
𝑐? (€{+• , 𝑐? (•{(€ − 𝑐? (€{+• , … ,
:<O :<OC<KA ;<=>-?@ ƒKJ:N=A
𝑥? , 𝑥?
, 𝑥?
, 𝑥?
(13)
The value of 𝑦? is determined from the table of alarms, which
specifies the cycle at which the alarm occurred together with the
severity of the alarm – whether it is only a warning (e.g., a noncritical deviation of a process parameter) or an actual fault, i.e., an
unplanned work system stop.
The algorithms for under- and over-sampling, feature selection,
and training were selected based on their performance during an
initial testing of several algorithms. The under- and over-sampling
are set to produce approximately 2,000 normal and 2,000 faulty
cycles per fold. The under-sampling of the normal cycles is semirandom to ensure that all the nominal values (work system ids,
days of the week, etc.) are app. equally represented. For oversampling, the SMOTE algorithm is used [14, 15]. Five nearest
neighbours are considered when constructing synthetic samples.
For feature selection, select-from-model method [16] is used. The
feature selection threshold is determined by the mode mean. The
AdaBoost-SAMME.R meta-algorithm, with decision-stumps as the
base estimators (optimised CART alg. with Gini impurity as the
splitting metric), is chosen as the training algorithm [16, 17]. The
maximum number of estimators and the learning rate are set to
300 and 1.0 respectively to avoid over-fitting.
4.1. Results

4. Application to plastic injection moulding
A case of fault diagnostics on five plastic injection moulding work
systems is presented. The data includes information about tools,
dates and times, process parameters, and alarms for
approximately two million process cycles performed over a period
of 6 months. Unplanned work system stops are considered as
faults. The ratio of faulty to normal cycles is 1:1484. An excerpt
from the process parameters data is shown in Table 1.
The feature vectors (Eq. 9) are built to describe the dynamics of
the process and strive to capture the relative changes in the
process parameter values. They include several changes to the
average values for each process parameter. Let the average value
of the parameters of the starting k cycles and the ending j cycles
before the n-th cycle be denoted as 𝑐? [{Z . The feature vectors
then include the changes to the process parameter averages with
respect to the average k=30 and j=15 cycles before the n-th cycle
(Eq. 13).

The M2M cross-evaluation compares the performance of the
model trained on all the data and tested on all the data (ALL), the
model trained on the data of a single work system and tested on
the data of the same work system (SM), and the model trained on
the data of all-except-one work systems and tested on the data of
the remaining one (M-1). The goals of the analysis are (1) to
evaluate the procedure for modelling faults based on extremely
imbalanced datasets, (2) to investigate how the M2M
communication influences the performance of the model (ALL and
SM models) and (3) to study whether anything can be learned
about a work system without considering its data (M-1). Fig. 3
compares the models for different numbers of folds 𝐾′.
The number of chosen folds directly influences the amount of the
used data. This ranges from 174 faulty and 228,150 normal cycles
for 𝐾 v = 2 to 1042 faulty and 1,546,456 normal cycles for 𝐾 v = 10.
The models trained on small amounts of data tend to have poorer
performance. The performance improves when there are
approximately 100 faults considered per work system.

Figure 3. M2M cross-evaluation for different numbers of chosen folds 𝐾 v .

(1) For 𝐾 v = 2 there is not enough data to train a useful model
using the proposed workflow configuration. The performance of
the model does not depend significantly beyond 𝐾 v = 2. The joint
f-measure for the ALL model with 𝐾 v = 10 is 0.082, with a
corresponding precision of 0.117 and a recall of 0.063. The model
is therefore able to predict 6.3% of the faults with 11.7%
probability. This is significantly better than random guessing,
because of the extremely low ratio of faulty to normal cycles
(1:1484) for which the probability of a fault occurring is 0.07%.
The performance of the method heavily depends on the degree
of the imbalance of the dataset. The method was tested for a tool
that was used in 23,762 cycles and had a ratio of faulty to normal
cycles of 1:263. In this case, the f-measure was found to be 0.230,
with corresponding precision of 0.565 and a recall of 0.144. This is
approximately 3 times better than the performance of the ALL
model. Better performance would also be achieved by considering
larger amounts of data as it would include more information about
the conditions that result in faults. Another consideration is that
the set of acquired parameters is not enough to describe some of
the fault types. To improve this, additional parameters would have
to be measured.
(2) The models are compared using the proposed workflow and
trained with the same parameters. The ALL model performs
significantly better than the other two, regardless of the number of
folds used and, consequently, the amount of data used. The single
work system model SM performs 78.6% as well as the ALL model,
on average, for the cases where 𝐾 v > 2. This means that the fault
diagnostics model is improved when the data from other work
systems is considered along with the data from the single work
system, which speaks in favour of the case for M2M
communication.
(3) The prediction is worse when the data of the tested work
system is not used for the training (M-1), being only 49.7% as good
as that of the ALL model (on average for 𝐾 v > 2). Even so, this
suggests that there is potential to build-in the generic knowledge
through the Manufacturer’s Learning Loop, which could then be
improved to capture the specifics of the products through the M2M
Learning Loop.
The results were cross-checked using several other algorithms,
some of them substantially different from the presented workflow
(e.g., a neural network based approach). The ratios between the fmeasures of the three models remain app. the same across the
algorithms. This implies that the observed patterns can be
attributed to the data and suggests that the findings can be
generalised.
5. Conclusion
The paper presents the concept of the M2M Learning Loop and a
case study demonstrating its successful implementation for fault
diagnostics in plastic injection moulding. The results are promising

and show (1) that it is possible to create a machine-learning-based
fault diagnostics model that is trained on process data, (2) that the
model can be improved by sharing the data among work systems
(M2M), and (3) that it is possible to generalise the process
knowledge and apply it to a different work system (without prior
knowledge), to some extent.
The approach uses the data that is commonly acquired by
existing machine controllers and is therefore relatively easy and
inexpensive to implement.
Learning from the data by considering the data from all the
machines of a manufacturer is not in the scope of the analysis.
However, as it is observed that the amount of data improves the
performance of the fault diagnostics models, manufacturers could
use a similar approach to build knowledge models into the
controllers of their work systems, thus improving their
performance. Future work includes improving the machine
learning workflow towards a system for root-cause identification
and the prognostics of faults.
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